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21.9.2.1  (10-01-2010)
Identity Theft - General Information 

1. The IRS currently classifies identity theft (IDT) cases into two categories. They are cases where a taxpayer's personally identifiable information (PII) has been compromised and: 

· The taxpayer is at risk for an occurrence of IDT impacting tax administration, such as a lost of stolen purse or wallet, a questionable credit report or questionable credit card activity, a home robbery etc. Such cases could also include TOP offsets where IRS records are accurate and misuse of the SSN is an administration issue with another agency beyond the control of the IRS. 

· Cases where the IDT impacts tax administration, such as the presence of a return filed by an unknown individual or a tax assessment made based on income earned by another individual. Such cases may involve duplicate filing conditions, the presence of a return on the account when the TIN owner has no filing requirement, a refund inquiry related to offset of a current overpayment to a liability on a prior year module for a return no filed by the TIN owner, an AUR assessment based on income earned by someone other than the TIN owner, etc. 

2. This IRM provides general IDT guidance for use by employees performing account/tax law work related to IDT, resource information for responding to telephone inquiries received on the general toll-free line and the Identity Theft Specialized Units (IPSU) line, and procedures specific to processes worked by the IPSU. 

3. Refer to IRM 10.5.3, Privacy, Information Protection & Data Security, Identity Protection Program, for additional information, procedures and guidance related to identity theft. 

4. All cases involving identity theft will receive priority treatment. This includes, but is not limited to, cases with identity theft documentation attached, Form 14027–A, Identity Theft Case Monitoring and Form 14027–B, Identity Theft Case Referral, referred to other functions (AM, ASFR, AUR, Collections, Examination, etc.) Identity Theft Assistance Request (ITAR) referrals are also included. 

5. Taxpayers stating they are victims of identity theft will be required to authenticate their identity and provide evidence of identity theft. Acceptable documentation is: 

· A copy of one or more valid U.S. federal or state government-issued forms of identification (such as a social security card, passport, driver's license, or state identification card, ITIN assignment notice (CP565) etc.), AND 
· A copy of a police report indicating identity theft as the issue, orForm 14039, Identity Theft Affidavit. 

6. Identity theft cases are controlled using the following category codes.

	Category Code
	Aging Criteria
	Description 
	Used By

	IDT1
	180 days
	See IRM 21.6.2.4.2, Multiple Individuals Using the Same TIN.
	All AM IMF employees working cases with tax administration issues.

	IDT2
	120 days
	Unpostable 147 cases see IRM 21.9.2.5, Unpostable 147 Reason Code 1 - (UPC147 RC1) - Andover AM IPSU only. 
	AM Identity Protection Specialized Units (IPSU).

	IDT3
	45 days
	Reserved 
	Reserved.

	IDT4
	45 days
	Self identified non -tax-related identity theft see IRM 21.9.2.4.1, Self Identified - Non-Tax-Related Identity Theft (Andover and Fresno only). 
	AM IPSU only. 

	IDT5
	45 days
	Responses to CP 01 Notices and/or letter 4445C, TC971 AC501 Acknowledgement Notification letters.
Note:

Effective July 1, 2009 acknowledgement notifications of ID theft documentation will be systemically generated as a CP 01, 2-12 cycles after input of the TC971 AC501. 

See IRM 21.9.2.6, Responses to Identity Theft Notification Letters/Notices.
	AM IPSU only.

	IDT6
	180 days
	Post Function Adjustment Work. See IRM 21.9.2.9, Post Function Adjustment Work. 
	AM IPSU only.

	IDT7
	180 days
	Reserved
	Reserved.

	IDT8
	180 days
	Reserved 
	Reserved.

	IDT9
	180 days
	Reserved - Phishing 
	Reserved.

	GRVW
	180 days
	Global Review. See IRM 21.9.2.7, Global Review. 
	AM IPSU only.

	IDTX
	365 days
	Monitoring tax-related identity theft cases. See IRM 21.9.2.4.2, Tax-Related Identity Theft. 
	AM IPSU only.

	ITAR
	180 days
	Identity Theft Assistance Request (ITAR). See IRM 21.9.2.10, Identity Theft Assistance Request (ITAR). 
	AM IMF employees and AM IPSU CSRs.


7. The Office of Privacy and Information Protection Office has developed action codes (AC) for use with transaction code (TC) 971 to mark the entity modules of accounts on which identity theft is factor and/or suspected and documented. They are: 

	Action Code
	Description 
	Used by

	501
	Tax-administration related identity theft - taxpayer provided the required ID theft documentation.
	All functions.

	504
	Self identified non-tax-administration related - taxpayer provided the required ID theft documentation.
	AM IPSU only.

	505
	IRS loss of Personally Identifiable Information (PII) -IRS identified, taxpayer not required to provide required ID theft documentation. 
	The Office of Privacy Information Protection and Data Security (PIPDS) only.

	506
	IRS identified identity theft - IRS identified, taxpayer not required to provide required ID theft documentation, unless requested.
	· Accounts Management IRM 21.6.2.4.2, Multiple Individuals using the Same TIN. 

· Criminal Investigation - Primary User.

· Submission Processing based on analysis of an Unpostable 147 case.

· AMTAP IRM 21.9.1, Taxpayer Assurance Program. 


21.9.2.2  (10-01-2010)
Identity Theft - Expanded Procedures 

1. In compliance with Commissioner Shulman's testimony before Congress on April 10, 2008, Accounts Management (AM) has adopted a proactive stance against identity theft. As a result, AM has established Identity Protection Specialized Units (IPSU) to assist taxpayers that are, or may become, victims of identity theft. IPSU Teams are comprised of paper and phone teams. 

2. A toll-free number 800–908–4490, established specifically to receive identity theft related calls, provides taxpayer access to automated messages and assistors. The hours of operation are 8:00 a.m. to 8:00 p.m. (taxpayer's local time). Guidance will be provided to the individuals identifying themselves as potential victims of identity theft, including actions to take when there is currently no tax-related impact or tax-related ID theft. 

3. Toll-free Customer Service Representatives (CSR) receiving calls outside the IPSU 800–908–4490 number should follow IRM procedures to provide callers with the necessary guidance. See IRM 21.9.2.3.1, Self Identified - Non-Tax-Related Identity Theft and IRM 21.9.2.3.2, Tax-Related Identity Theft. 

Note:

It is important to identify the issue/reason why the taxpayer is calling (balance due notice, refund offset, lost or stolen purse/wallet, etc.) and follow those particular IRM guidelines. With the exception of default screeners, calls should not be transferred to IPSU toll-free number. Follow the Telephone Transfer Guide. 

4. Also, refer to IRM 10.5.3.2.4, Identity Theft Frequently Asked Questions for additional information. 

21.9.2.3  (10-01-2010)
Identity Theft - Telephone Overview 

1. Individuals may call the IRS to report that their Social Security Numbers (SSNs) or Individual Taxpayer Identification Number (ITIN) have been misused to obtain goods or services, to report other complaints of identity theft, and/or to request protection of their tax account information. 

Caution:

Follow established procedures to assist callers and prevent unauthorized disclosure of taxpayer information. 

· Communication Skills, IRM 21.1.1.7 

· Taxpayer Advocate Service (TAS) Guidelines, IRM 21.1.3.18 

· Required Taxpayer Authentication, IRM 21.1.3.2.3 

· Additional Taxpayer Authentication, IRM 21.1.3.2.4 

2. Advise callers to contact the Federal Trade Commission (FTC) Identity Theft Hot line at 877–438–4338 and/or visit the FTC website at www.ftc.gov. Advise callers the FTC assists individuals who are concerned about protecting their identity (including their Social Security Number (SSN)) to prevent misuse. 

3. Advise callers to contact the Social Security Administration (SSA) at 800–772–1213 and/or visit the SSA web site regarding "Identity Theft and Your Social Security Number" at www.ssa.gov/pubs/10064.html. The SSA will address inquiries related to lost or stolen social security cards/numbers, "posted earnings" determinations, and questions related to new or replacement SSNs. 

4. Advise callers they may file a report with their local or state police. They may also contact their state Attorney General's office. Callers could also check the Blue Pages of the telephone directory for the phone number or check The National Attorney General's webpage at www.naag.org for a list of state Attorneys General. 

5. Advise callers to contact one of the three major credit bureaus: 

· Equifax www.equifax.com/ 800–525–6285 
· Experian www.experian.com/ 888–397–3742 
· TransUnion www.transunion.com/ 800–680–7289 
6. Advise callers to visit the IRS website at www.irs.gov/ (keyword identity theft) for additional information and links related to identity theft and tax records. 

7. Advise callers to obtain a copy of Publication 4535, Identity Theft Prevention and Victim Assistance. Publication 4535 provides resource information in both English and Spanish. This publication and other publications can be obtained using one of the methods found in IRM 21.3.6.4.1, Ordering Forms and Publications. 

21.9.2.3.1  (06-11-2010)
Self Identified - Non-Tax-Related Identity Theft 

1. Individuals experiencing non tax-related impact may call and request that IRS take action to protect their tax account information. Callers should be advised to take the following actions. For a clear definition of taxpayer identity theft not affecting tax administration (Non-Tax-Related Identity Theft), refer to IRM 10.5.3.2.3.2, Taxpayer-Identified Identity Theft Not Affecting Tax Administration. 

A. Advise callers to obtain acceptable identity theft documentation. See IRM 21.9.2.1, Identity Theft - General Information. 

B. Advise callers they may receive correspondence requesting additional information.

Note:

If the caller used the 800–829–1040 line versus the IPSU number, 1–800–908–4490, to report non-tax-related identity theft, advise the caller to use the IPSU number for subsequent calls regarding non-tax-related identity theft. 

2. Advise callers that ID theft documentation should be submitted by mail or fax. 

A. Documentation can be mailed to: Internal Revenue Service, PO Box 9039, Andover, MA 01810–0939. 

B. Documentation can be faxed to: (978) 247–9965. Advise callers this is not a toll-free number. Their telephone company or a third party service provider, if applicable, may charge to send faxes. 

Note:

Taxpayers can also take their documentation to their local Taxpayer Assistance Center (TAC) where the documentation will be faxed to the designated number. Provide callers with the address and telephone number of the closest TAC office if appropriate. 

3. Advise callers they should receive a notification letter from the IRS within 30 days of receipt of all required documentation. 

4. Record history of the taxpayer contact using the Accounts Management System (AMS) if TIN was obtained and disclosure verified.

21.9.2.3.2  (06-11-2010)
Tax-Related Identity Theft 

1. Individuals may call to report tax-related identity theft. For example, callers may reference an unknown person filing a tax return under their SSN, receipt of a notice or tax bill related to unknown income, or notification of an audit. For these situations, advise callers to obtain acceptable identity theft documentation. For a clear definition of identity theft affecting tax administration, refer to IRM 10.5.3.2.3.1, Taxpayer-Identified Identity Theft Affecting Tax Administration. 

A. If the caller reports concerns regarding the filing of a tax return (the presence of an unknown return filed under their SSN), advise the caller to attach the documentation referenced above to their paper return if they have not yet filed, or to a letter of explanation if they have already submitted a return. Send the information to the location where the return is filed. 

B. If the caller is responding to an IRS letter or notice of adjustment, advise the caller to attach the documentation referenced in (1) above to a letter of explanation, and include a copy of the IRS letter or notice. Send the information to the address indicated on the letter or notice. 

C. Advise callers that there will be processing delays while the situation is resolved and they may receive correspondence requesting additional information. 

2. Individuals not required to file a return may also be negatively impacted by tax-related identity theft. For example, a caller may state the Social Security Administration (SSA) has reduced or stopped his/her Social Security benefits based on a tax return filed with the IRS. The caller indicates that he/she has not filed a return. When this type of call is received, follow the instructions below. 

A. Advise callers to obtain acceptable identity theft documentation. See IRM 21.9.2.3, Identity Theft - Telephone Overview. 

B. Advise callers to attach the documentation referenced above to a letter explaining their situation. Provide the IRS address associated with the caller's state for mailing. Refer to Campus Locator Guide under the Who/Where tab on SERP for Campus mailing address. 

C. Advise callers they may receive correspondence requesting additional information.

3. Record history of the taxpayer contact on AMS if the TIN was obtained and disclosure verified.

21.9.2.3.3  (03-30-2010)
Tax-Related Identity Theft (IPSU Toll-Free line CSRs only) 

1. If the caller used the 800–908–4490 number and there is currently an active relevant open control on the tax period in question, advise the caller that his/her account will be monitored through the research/resolution process. Relevant open controls include those related to AM, Automated Underreporter (AUR), Examination or Collection and any CI related controls that have or may result in adjustment activity. IPSU CSRs will complete Form 14027-A, Identity Theft Case Monitoring, and record a short description of the information provided to the caller in Section III; fax the form to the Image Control Team (ICT) in Andover using the designated fax number (978)247–9965; record history on AMS indicating the form was faxed (ex: 14027TOICT); and refer to IRM 21.3.5.4, Referral Procedures, to provide the taxpayer with the proper time frame for a response. 

Exception:

If there is already an open control with Category Codes IDT2, IDT4, IDT6 or IDTX, a Form 14027-A will not be required. Instead, inform the taxpayer a caseworker is working to resolve their issue and they should hear from that caseworker within 45 days. 

Note:

ICT will scan the Form 14027–A, Identity Theft Case Monitoring and any documentation into CIS and open a control in " B" status to the IPSU paper function for monitoring purposes. 

2. If the caller used the 800–908–4490 number and they are stating they received a 4403C, ID Theft - AM Point of Contact Letter (for Monitor Cases) letter but have lost the contact name and phone number of the employee, verify a 4403C was issued by researching command code (CC) ENMOD. Check for an open IDTX control on TXMOD. Complete a Form 4442, Inquiry Referral to the employee with the open control. 

3. If there is no open IDTX control, instruct the taxpayer to write in with their issue, and attach any notices or letters they have received to the address indicated on that letter or notice. 

21.9.2.4  (10-01-2010)
Identity Theft - Paper Overview - (Andover and Fresno only) 

1. Individuals will be submitting standard identity theft documentation through designated PO Boxes and fax lines so that IRS can take action to mark tax accounts with an identity theft indicator. Controls on the related accounts will be established by CIS. Refer to IRM 10.5.3.2.3.1.3, The Identity Protection Specialized Unit (IPSU) and Referrals to other Functions. 

2. CSRs (staffing the IPSU number) will be completing Form 14027-A, Identity Theft Case Monitoring, and recording a short description of the information provided to the caller in Section III. CSRs will fax the form to ICT in Andover using the designated fax number, (978)247–9965. AMS and IDRS (TXMOD) should reflect that the form was faxed (ex: 14027TOICT). 

Note:

ICT will scan the document into CIS and open a control in "B" status to the Identity Protection Specialized Unit (IPSU) paper function for monitoring purposes. 

3. IPSU Case Workers (staffing the paper processing teams) will monitor accounts with current tax-related activity. No action will be taken by the IPSU Case Worker to adjust these accounts. No requests to correct accounts should be sent to the IPSU when there is an open IDRS control base with a category code IDTX. 

Note:

Refer to IRM 10.5.3.2.3.1.4, Functional Responsibilities Regarding Referrals from the IPSU. 

21.9.2.4.1  (06-11-2010)
Self Identified - Non-Tax-Related Identity Theft - (Andover and Fresno only) 

1. Review the taxpayer account to ensure there are no tax-related issues and/or current open controls.

Note:

All research tools available must be used (ex: AMS, IDRS, Accessory Manager Tools (also known as IAT) etc.) 

	If the taxpayer submits an inquiry regarding a tax related issue and
	Then

	There is an open relevant control present (regardless of whether ID theft documentation was submitted)
	· Convert the case to an IDTX by closing the IDT4 control on ENMOD using AMS/CIS and opening a base in "B" status using IDTX to the appropriate tax year/module involved. 

· Complete Form 14027–B, Identity Theft Case Referral. 

Note:

Provide a brief narrative on the Form 14027-B explaining the taxpayer responded directly to AM IPSU and provide IRM 10.5.3.2.3.1.3(2), The Identity Protection Specialized Unit (IPSU) and Referral to other Functions, as a reference. 

· Save the form as a scanned document to the CIS case.

· Fax a copy of the form and all attachments submitted by the taxpayer to the appropriate Identity Theft Liaison.

Note:

See the ID Theft Liaison listing under the Who/Where tab on SERP. 

· Record history on AMS indicating the form was faxed (ex: 14027TOAUR). 

· Begin monitoring the taxpayer's account following procedures. See IRM 21.9.2.4.2, Tax-Related Identity Theft. 

· If there is already an open IDTX control, close your IDT4 control, link the two cases on CIS and send a secure E-mail to the IPSU CSR with the IDTX control informing them of this action. 

	There is no open control present (regardless of whether ID theft documentation was submitted)
	If the issue can be resolved within AM using IRM 21 

Exception:

If the case involves AMTAP follow the steps in above box for referral purposes.

· Convert the Category Code IDT4 to IDT1 by closing the IDT4 control on ENMOD using AMS/CIS and opening a base in the appropriate tax year/module using IDT1. 

· ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ 

· Complete Form 14027–B, Identity Theft Case Referral. Scan into CIS, CSR specific. 

· Control as an IDTX case in "B" status to your own IDRS number. 

· Begin monitoring procedures; See IRM 21.9.2.4.2, Tax-Related Identity Theft - (Andover and Fresno only). 

If the issue cannot be resolved within AM using the IRM 21, follow procedures in the box above to route the case to the appropriate function area. 


2. Review the case to ensure the taxpayer submitted all required identity theft documentation.

	If the taxpayer submits
	Then

	All required identity theft documentation and there is no tax-related activity on the account 
	· Input TC971/504 on the taxpayer's account.

Note:

If the taxpayer's account is not established on Master File, see IRM 3.13.5.34, Establishing a New Account (TC000). 

· Issue a Letter 4402C, ID Theft (Self Identified) - AM AC 504 Notification Letter) to the taxpayer's address of record OR the current mailing address as noted on Form 14039, Identity Theft Affidavit IF ID theft documentation can be used to verify the new address. 

· Close the account on AMS/CIS.

	Incomplete identity theft documentation and there is no tax-related activity on the account 
	· Request the missing information using a letter 131C, Information Insufficient or Incomplete for Processing Inquiry. 

Note:

Use the taxpayer's address of record OR the current mailing address IF ID theft documentation can be used to verify the new address. 

· Enclose the taxpayer's original documentation (Form 14039 and/or other documentation).

· Advise the taxpayer no action will be taken if they do not respond to the request.

· Close the case on AMS/CIS.


3. If the taxpayer requests the Self Identified Non Tax Relief indicator be reversed/removed, refer to Exhibit 10.5.3–7, TC 972 AC 504 - Reversal of TC 971 AC 504. 

21.9.2.4.2  (10-01-2010)
Tax-Related Identity Theft - (Andover and Fresno only) 

1. Review the account to ensure there is an open control and/or tax-administration issue impacted by identity theft is in progress. If not, see IRM 21.9.2.4, Self Identified - Non-Tax-Related Identity Theft. 

Note:

All research tools available must be used (ex: AMS, IDRS, Accessory Manager Tools (also known as IAT) etc.) 

2. Check for history indicating Form 14027-A, Identity Theft Case Monitoring, was sent to ICT and the image is present on CIS. Complete Form 14027–B, Identity Theft Case Referral and fax the form to the appropriate Identity Theft Liaison. See the ID Theft Liaison listing under the Who/Where tab on SERP. 

Note:

The form notifies the controlling function/employee that the taxpayer account is being monitored by the AM Identity Protection Specialized Units (IPSU). 

	If
	Then

	The functional control base was closed after Form 14027-A was initiated, but before referral,
	Research to determine if identity theft was considered during case resolution. For most cases, this will be indicated by the presence of TC971 AC501. If YES , then proceed to (7). 

	The functional control base was closed after Form 14027-A was initiated, but before referral,
	Research to determine if identity theft was considered during case resolution. If NO, then identify the function responsible for the tax related issue and forward Form 14027-B, Identity Theft Case Referral to the appropriate ID Theft Liaison. 

Note:

Section VI must include a brief narrative explaining the tax related issue/problem.

	There is no indication that the form was prepared and faxed,
	Prepare Form 14027-B and fax the form to the appropriate Identity Theft Liaison. See Note above.

	Form 14027-A was prepared in error,
	Reject the erroneous Form 14027-A back to the originator.


3. Record history on AMS identifying the function where the form was faxed (ex: 14027TOAUR). 

4. Once the Form 14027-B, is faxed, take the following action: 

· Send the taxpayer a letter 4403C, ID Theft - AM Point of Contact Letter (for Monitor Cases), providing information for future taxpayer contact during processing of the identity theft issue. 

· Maintain an open control in B status with category code IDTX to monitor the account to resolution. 

· Contact the Identity Theft Liaison, using secure E-mail if available, for the status of an account if 60 days should pass with no taxpayer contact or activity. If secure E-mail is not available, a follow-up fax to the ID Theft Liaison must be sent. 

· Update the control base on IDRS to reflect the contact using the following activity codes (follow-up date is required).

	IDTX Activity Codes
	Function

	IDTACSMMDD
	Automated Collection Service (ACS)

	IDTADJMMDD
	Adjustments (AM)

	IDTAPLMMDD
	Appeals

	IDTAURMMDD
	Automated Under Reporter (AUR)

	IDTSFRMM/DD
	Automated Substitute For Return (ASFR)

	IDTCIBMMDD
	Criminal Investigation

	IDTEXMMMDD
	Exam

	IDTFEXMMDD
	Field Exam

	IDTFLDMMDD
	Field Assistance

	IDTINNMMDD
	Innocent Spouse

	IDTOTHMM/DD
	Other 

	IDTTPRMMDD
	Taxpayer Relations AM TPR

	IDTSSCMMDD
	SBSE Collections (CSCO)

	IDTWIMMDD
	W&I Collections (CSCO)


5. Review the account to determine if all necessary actions have posted and all function/employee controls are closed. 

Exception:

Cases in Background "B" status may remain. See IRM 21.5.2.3, Adjustment Guidelines - Research. 

. When the control base is closed, Form 14027–B will be returned to IPSU by the Functional Liaison.

Note:

If the control is closed with a referral to another function, then prepare/forward Form 14027–B to the appropriate function to continue monitoring. Save and scan any additional Forms 14027–B to the CIS case. 

Note:

If the Form 14027-B is not received, the controlling AM IPSU employee will make one more attempt to obtain the Form 14027-B. If after 10 business days, there is no response, and the AM IPSU employee has completed the appropriate steps below, the AM IPSU employee will close their control. 

A. Monitor for posting of any pending activity.

B. Follow up with the Identity Theft Liaison regarding unpostable activity and/or the absence of a final taxpayer notification.

C. Complete Section VIII of the Form 14027-B received from the function.

D. Scan the completed Form 14027-B into CIS and associate with the IDTX case assigned to you.

E. Monitor until the scanned documents are available in CIS.

A. Close the control when all account action(s) have posted.

A. Once IDTX is closed, a global review will be required. See IRM 21.9.2.7.1, Global Review - Research Process. 
21.9.2.5  (03-30-2010)
Unpostable 147 Reason Code 1 - (UPC 147 RC 1) - Andover AM IPSU only 

1. An UPC 147 RC 1 condition occurs when a return is input to an account containing an unreversed TC971 AC501 or AC506 and does not bypass established identity theft business filters. See IRM 3.12.179.43.1, UPC 147 RC 1, Possible Identification Theft Procedures for TC971 Action Code 501 or 506. 

2. The Unpostable function will contact the Accounts Management (AM) IPSU paper function for assistance in resolving the unpostable condition when they are unable to determine whether the return was submitted by the TIN owner or an unauthorized filer. 

3. The Unpostable function will hand carry UPC147 cases requiring AM IPSU's assistance to their local ICT function to have the cases scanned into CIS and controlled as IDT2. 

4. AM IPSU Managers will assign IDT2 cases to a CSR on a daily basis.

5. AM IPSU employees must make every effort to provide the Unpostable function with information to resolve the unpostable condition within 5 business days of case assignment. 

6. If a determination is made that the UPC147 case was referred to AM IPSU in error, then:

A. Access CC UPDIS (response screen will be UPRES). 

Note:

When necessary you will need to access the designated Campus by inputting the routing symbol (@) and the two digit Campus location code prior to transmitting. 

B. Overlay CC UPRES with CC UPCAS using Definer "Z" . 

C. Input comments "NOT IPSU CRITERIA. " 

D. Close the IDT2 case on CIS and IDRS.

7. Follow IDRS research path. See IRM 21.2.2.4, Account Inquiry Research Procedures, to confirm the return was filed/submitted by the SSN owner. 

8. Review return data under TINs cross referenced on identity theft related tax modules. See ENMOD to view TC 971 AC 501 input and determine prior tax period(s) in question. 

9. Compare data from the return and attachments to posted return history for consistency to determine if the return was submitted by the SSN owner. Below is a list of data items you must compare: 

· Name

· Social Security Number (SSN)

· Secondary Name

· Secondary Social Security Number (SSN)

· Address

· Dependent Name(s)

· Dependent SSN(s)

· Dependent Relationship(s)

· Form W-2 ,Wage and Tax Statement Form 1099 etc. (Employer(s), Income Amount(s) etc. 

· Earned Income Tax Credit (EITC) claimed

· Direct Deposit Information

· Occupation

· Signatures (except for e-filed returns when a signature is unavailable) 

· Similar tax data

· Tax preparer.

Note:

When making comparisons, also consider relationships between changes in marital status and in filing status, such as previously married filed joint, now married filing separate with the same spouse, the birth of a child, an older child that is no longer a dependent, life changing events such as marriage, divorce or death, etc. 

· If able to make a determination based on internal research, notify the Unpostable function of that determination (SSN owner or an unauthorized filer) by using CC UPDIS. 

Note:

When necessary you will need to access the designated campus by inputting the routing symbol (@) and the two digit Campus location code prior to transmitting unless CC CMODE is required. 

	If
	Then

	The taxpayer is "good" and the return should post 
	0. Access CC UPDIS. (Response screen will be CC UPRES). 

Note:

CC CMODE will be required when accessing accounts outside of the Andover Campus for this action. 

1. Input Unpostable Resolution Code (URC) 0. 

2. Input comments "IPSU-Good." 

3. Close the IDT2 case on CIS and IDRS.

	A new IRSN will be needed
	4. Access CC UPDIS (Response screen will be CC UPRES).

5. Overlay CC UPRES with CC UPCAS using Definer "Z." 

6. Input comments "IPSU-Need IRSN." 

7. Close the IDT2 case on CIS and IDRS.

	An existing IRSN is located
	8. Access CC UPDIS (Response screen will be CC UPRES).

9. Overlay CC UPRES with CC UPCAS using Definer "Z." 

10. Input comments "IPSU-Use IRSN 9XX-XX-XXXX ." 

11. Close the IDT2 case on CIS and IDRS.


Note:

Update AMS/CIS with comments as appropriate.

1. If unable to make a determination based on internal research:

. Send a Letter 4445C, UPC 147 — Taxpayer Inquiry Letter, to the taxpayer's address of record (last confirmed "good" master file address). 

A. Suspend the case for 45 days. 

A. Notify the Unpostable Function when correspondence is issued.

Note:

When necessary you will need to access the designated campus by inputting the routing symbol (@) and the two digit campus location code prior to transmitting. 

	If
	Then

	Correspondence is needed for additional information from the taxpayer
	0. Access CC UPDIS (Response screen will be CC UPRES).

1. Overlay CC UPRES with CC UPCAS using Definer "Z." 

2. Input comments "IPSU-4455C SENT." 

Note:

The Unpostable Function will use the date of the history item to calculate their suspense period.

	Correspondence is needed a second time (Ex: a requested page is missing or not legible)
	3. Access CC UPDIS (Response screen will be CC UPRES).

4. Overlay CC UPRES with CC UPCAS using Definer "Z." 

5. Input comments "IPSU-2nd CORRSENT." 

Note:

The Unpostable Function will use the date of the second history item to calculate their suspense period.


Note:

Update AMS/CIS with comments as appropriate.

1. If calls are received from taxpayers who have received a Letter 4455C, TC971 AC501 Acknowledgement Notification advise that the letter was sent to ensure the validity of a recently filed tax return and to follow the instructions in the letter. 

1. Response or lack of a response to the 4455C letter will determine the action to be taken. 

	If 
	Then 

	The taxpayer provides a response sufficient to make a determination
	Notify the Unpostable function of the determination (SSN owner/unauthorized filer). Refer to (10) above.

	The taxpayer does not respond within the prescribed time frame
	· Notify the Unpostable function that a determination could not be made.

· The Unpostable function will take action to post the return to an IRSN. 

· Refer to (10) above.

	The taxpayer's response is incomplete (ex: a requested page is missing or not legible)
	· Send a Letter 131C, Information Insufficient or Incomplete for Processing Inquiry or other appropriate letter to request the missing information. 

· Refer to procedures in (12) above to notify the Unpostable function that the taxpayer's response was incomplete and a second correspondence is needed. 


21.9.2.5.1  (10-01-2009)
Late Responses to 4455C Letters 

1. If a late response is received, research the account to determine if action is needed.

	If 
	And 
	Then 

	The taxpayer submits the requested proof of ownership or a different/better TIN,
	The return has posted to the IRSN,
	1. Take appropriate action to merge/resequence the IRSN to the SSN or better TIN.

2. Adjust the account to allow any exemptions and/or credits that were disallowed when the return posted to the IRSN.

	
	The return has not posted to the IRSN,
	Monitor the IRSN for posting of the return and follow the steps in the box above.

	The taxpayer responds that s/he did not file the return
	 
	No additional action is required.


21.9.2.5.2  (10-01-2009)
Responses to 4456C and 4457C Letters 

1. When resolving UPC147 conditions within Submission Processing, the Entity function will initiate Letter 4457C , UPC 147 - ID Theft Attempt Letter letters to SSN owners andLetter 4456C, UPC147 - Temporary Number Assignment Letter letters to unauthorized filers as closing notification letters. Taxpayers may subsequently contact the IPSU with questions related to identity theft and/or information to correctly post a return. 

	If 
	Then 

	A taxpayer responds to the 4457C letter, 
	Provide the caller with general identity theft related guidance as provided in IRM 21.9.2.3 Identity Theft - Telephone Overview.

	A taxpayer calls with questions related to the 4456C letter, 
	Advise the taxpayer to provide the documentation requested in the letter or to secure/provide a better TIN (SSN or ITIN).

	The taxpayer submits a response related to the 4456C letter that is sufficient to merge/resequence his/her return from an IRSN to a better TIN, 
	· Follow procedures in IRM 21.6.2.4.1, Resequencing Accounts. 

· Notify the taxpayer of the action taken using an appropriate IDRS Letter. 

	The taxpayer submits a response related to the 4456C letter that is not sufficient to merge/resequence his/her return from an IRSN to a better TIN, 
	Notify the taxpayer that we are unable to verify his/her social security number and he/she should follow instructions in the letter to obtain another number or Individual Taxpayer Identification Number. The taxpayer should continue to use the assigned Internal Revenue Service Number until a better number is provided. 


21.9.2.6  (05-14-2010)
Responses to Identity Theft Notification Letters/Notices 

1. Identity theft notification letters are generated based on the input of various indicator codes and data provided to the Office of Privacy, Information Protection and Data Security (PIPDS) and the Identity Protection and Incident Management Program Offices. 

2. The Letter 4445C, , TC971 AC501 Acknowledgement Notification letter is used to acknowledge receipt of documentation substantiating a claim of identity theft and to notify taxpayers of the action taken by the Service with regard to their tax records. 

Note:

Effective July 1, 2009 the notification will be systemically generated as a CP 01, Identity Theft Claim Acknowledgement instead of a 4445C letter, 2-12 posting cycles after the input of the TC 971 AC 501. 

3. The Letter 4310C, ID Theft Refund Crimes Post-Adjustment letter is used to notify taxpayers of potential identity theft based on the review of return information by the Accounts Management Taxpayer Assurance Program (AMTAP). A TC 971 AC 506 input by AMTAP will be associated with these cases. 

Note:

Although the Identity Theft toll-free number will be made available on this letter, AMTAP assistors will respond to any taxpayer correspondence related to this program. AM IPSU CSRs working the ID Theft toll-free number will respond to phone inquiries. 

4. The Letter 4401C, Phishing Email Victim Notification letter is used to notify taxpayers of potential identity theft as a result of having visited and entered personal information on an internet website or through an E-mail address that fraudulently claimed to be authorized by the IRS. Potential victims are identified by the Online Fraud Detection and Prevention (OFDP) Office. See IRM 21.9.2.4.1, Self Identified Non-Tax-Related Identity Theft (Paper), when responses include standard identity theft documentation. 

5. While intended for information purposes only, taxpayers are advised to contact the IPSU if they have questions regarding these letters. Some taxpayers may call or write to the IPSU for additional information. Employees should respond to inquiries regarding these notification letters by emphasizing guidance for identity protection provided in the specific letter content. 

6. If there is an issue requiring an IRS action or response that does not involve tax-related identity theft (TOP offset, misapplied payment, penalty abatement, transcript request, etc.), follow appropriate IRM 21 procedures to respond to/resolve the taxpayer's issue and close the IDT5 case. 

7. Follow the If/Then chart below for processing tax-related IDT5 cases involving identity theft issues:

	If
	Then

	The case should be routed to another function to resolve the tax related issue raised in the taxpayer's response,
	· Convert the IDT5 to an IDTX. 

· Print the case file and prepare the Form 14027-B, Identity Theft Case Referral for routing. 

· Associate the Form 14027-B with the CIS case.

	The case will be worked by AM,
	· Convert the IDT5 case to IDT1 category code. 

· ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ 

· Prepare and scan Form 14027-B into CIS to create an IDTX case. 

· Ensure the IDTX case is assigned to you.

	There is already an IDTX control,
	· Associate your CIS case with the open IDTX CIS case. 

· Send a secure E-mail to the IPSU CSR with the open IDTX informing them of the action you took.


Note:

Send the taxpayer letter 86C, Referring Taxpayer Inquiry/Forms to Another Office letter when required. Refer to IRM 21.3.3.4.2.1, Use of 86C Letter - Referring Taxpayer Inquiry/Forms to Another Office. 

21.9.2.7  (10-01-2010)
Global Review 

1. As a follow-up to IRM 21.1.1.1, Overview, and in a manner to make the taxpayer "whole" , a global review of taxpayer's accounts in relation to identity theft is required to ensure subsequent tax periods are not affected by the identity theft incident. This review will be on tax account where TC971 AC501 was input and on some accounts with TC971 AC506. 

2. Definition: A global review is a review of an identity theft marked tax account (TC 971 AC 501/506) from the date of the impact and subsequent for modules potentially impacted by identity theft. This includes: 

· Balance due modules resulting from a subsequent action, for example audit or an underreporter assessment (without an installment agreement ), or 

· Modules containing a credit "offset" to satisfy a balance due that resulted from a subsequent action described above, or 

· Relevant Open controls (See IRM 21.9.2.3.3, for a description of relevant open control.) 

· And/or any issue the taxpayer raises which will trigger further review of past issues.

21.9.2.7.1  (10-01-2010)
Global Review - Research Process - (Andover AM IPSU only) 

1. All research must include both the valid and invalid sides of the TIN (and Secondary TIN, if present). The valid and invalid sides of any cross-reference TIN(s) must also be researched. 

2. All research tools available must be used (AMS, IDRS, Accessory Manager Tools (also known as IAT) etc.)

3. Access Command Code (CC) ENMOD(IMFOLE) and locate the TC971 AC501/506. Use the "SCNDRY-DT" to determine the earliest year of impact. If the SCNDRY-DT shows 12312005, you would review TXPD 200512 and subsequent modules within the definition of the global review. 

Note:

If multiple TC971/501s or TC971/506s are identified, go to the earliest tax period identified on the SCNDRY-DT field and begin the Global Review. 

4. Access the taxpayer's account using IDRS and CFOL command codes available. Review the tax modules related to the incident. Apply the definition of Global Review to determine if there are any subsequent issues which may require follow-up/referral. 

5. Cases involved with the Global Review should ONLY be referred to another function when the case can not be resolved within Accounts Management using AM criteria. Refer to IRM Exhibit 21.3.5–1 for cases requiring referrals to another function per the IRM. 

21.9.2.7.2  (10-01-2010)
Global Review - Action - (Andover AM IPSU only) 

1. Perform preliminary research and take appropriate action using the chart below:

	If 
	Then 

	All related accounts are in status 12 and do not contain a credit offset (ex: TC706) or credit transfer (ex: TC670 with a cross reference TIN/TXPR) transferred in to pay a balance due module described in the global review definition, 
	Use activity code "GRVWCMPLTD" , status code "C" , and category code "GRVW" with Command Code (CC) ACTON on ENMOD.

	Any related balance due accounts are in status 60,
	The taxpayer has entered into an agreement of the balance due, and is working to pay off the balance. Follow steps in "Then" box above. 

	There is an open IDTX base on a related account on IDRS, 
	Use activity code "PNDIDTX" , status code "C" , and category code "GRVW" with CC ACTON. 


2. If account does not meet criteria in paragraph (1), follow guidance provided in the chart below: 

	If
	Then

	An account meets the Global Review definition above and AM cannot address/resolve the issue per IRM 21,
	1. Identify what function caused the balance due (AUR assessment, SFR, Exam, Amended Return etc.).

Exception:

If Exam Disposal Codes are other than 03, 04 or 09 or if AUR Process Codes are 67, 68, 87 or 88; a global review referral for this module will not be necessary. (These codes reflect the taxpayer's agreement to the subsequent assessment). 

2. Complete Form 14027-B , Identity Theft Case Referral and check the checkbox for "Global Review" at the top. Indicate the tax year in question that needs to be reviewed. Forward the form to the identified function in (1) above. 

3. Update IDRS control base to "B" status to reflect the referral has been sent to the function (ex: GRVWTOAUR or GRVWTOEXAM). 

	Any subsequent account has a TC 420 or open "L" Freeze, 
	4. Refer to IRM 21.5.10 , Examination Issues to assist on determination where referral should be sent. 

5. Complete Form 14027-B and check the checkbox for "Global Review" at the top. Indicate the tax year in question that needs to be reviewed. Forward the form to the identified function in (1) above. 

6. Update IDRS control base to "B" to reflect the referral has been sent to the function (ex: GRVWTOEXAM). 

	Any subsequent account has an open CRIM, PFRZ control or Z freeze, 

Exception:

If the account is in Status 12 with no Freezes and the open control is in background; "B" See IRM 21.9.2.7.1 
	7. Refer to IRM 21.5.6.4.42, –Z Freeze 
8. Complete Form 14027-B and check the checkbox for "Global Review" at the top. Indicate the tax year in question that needs to be reviewed. Forward the form to the identified function in (1) above. 

9. Update IDRS control base to "B status" to reflect the referral has been sent to the function (ex: GRVWTOCI). 

	Resolution to the case and the issue identified as it relates to identity theft can be completed in Accounts Management using the IRM 21 and tools available (ex: AMS, IAT). 
	Do Not send referral
10. Complete Form 14027-B and check the checkbox for "Global Review" at the top. 

11. Control the affected TXPD on IDRS using current received date and Category Code GRVW to your IDRS number. 

12. Close the GRVW control base on ENMOD previously opened cross referencing the TXMOD control base opened in 2 above. "GRVW200712" 

13. Research, analyze and obtain any required documentation to make adjustments/transfers as needed to make the taxpayer whole.

14. Update the IDRS base with status updates as required.

15. Once adjustment action has posted to MasterFile and account issues identified for global review are resolved, close base to reflect the Global Review is complete; "GRVWCMPLTD. " 

	A relevant open control is in any Accounts Management Operation on a subsequent tax period,
	16. Complete Form 14027-B and check the checkbox for Global Review and forward to the relevant open control.

17. Monitor the GRVW control base on ENMOD cross referencing the tax period affected. 

18. Update IDRS control base history to reflect the referral has been sent to the relevant open control (ex: GRVWTOAM).


3. When issuing a referral, update the control base on IDRS to reflect the contact using the following activity codes (follow-up date is required): 

	GRVW Activity Codes
	Function 

	GRACSMMDD
	Automated Collection Service (ACS)

	GRADJMMDD
	Adjustments (AM)

	GRAPLMMDD
	Appeals

	GRAURMMDD
	Automated Under Reporter (AUR)

	GRSFRMM/DD
	Automated Substitute For Return (ASFR)

	GRCIBMMDD
	Criminal Investigation

	GREXMMMDD
	Exam

	GRFEXMMDD
	Field Exam

	GRFLDMMDD
	Field Assistance

	GRINNMMDD
	Innocent Spouse

	GROTHMM/DD
	Other 

	GRTPRMMDD
	Taxpayer Relations AM TPR

	GRSSCMMDD
	SBSE Collections (CSCO)

	GRWIMMDD
	W&I Collections (CSCO)


4. A follow-up must be done every 60 days from the date of original referral. The follow-up can be completed by: 

· Faxing a copy of the original Form 14027-B to the ID Theft Liaison with a request for a status update, or

· Sending a secure E-mail to the ID Theft Liaison requesting a status update. 

Note:

Form 14027-B should be returned to the controlling AM IPSU employee by way of the Functional Liaison when the control is closed. If a Form 14027-B is not received, the controlling AM IPSU employee will make one more attempt to obtain the Form 14027-B. If after 10 business days, there is no response, the AM IPSU employee will close their control. 

· Review the account to determine if all necessary actions have posted and all function/employee controls are closed.

Exception:

Cases in Background "B" status may remain. See IRM 21.5.2.3,Adjustment Guidelines - Research. 

. When the control base is closed, Form 14027-B will be returned to IPSU by the Functional Liaison.

Note:

If the control is closed with a referral to another function, then prepare/forward Form 14027-B to the appropriate function to continue monitoring. Save and scan any additional Forms 14027-B to the CIS Case. 

A. Ensure all issues identified have been addressed by the responsible function.

Note:

If the function did NOT address all issues previously identified, contact the function for an explanation as to why the issue was not addressed. 

B. Monitor for posting of any pending activity.

C. Follow up with the Identity Theft Liaison regarding unpostable activity an/or the absence of a final taxpayer notification.

D. Complete Section VIII of the Form 14027-B received from the function.

E. Scan the completed Form 14027-B into CIS and associate with the IDTX case assigned to you.

F. Monitor until the scanned documents are available in CIS.

A. Close the control on ENMOD to reflect the Global Review is complete when all account action(s) have posted - "GRVWCMPLTD" . 

21.9.2.8  (10-01-2010)
Data Loss Notification - Personally Identifiable Information (PII) 

1. The IRS, through the PIPDS office, will notify affected individuals after the discovery of a data loss incident that results in a high risk of harm to these individuals. 

Note:

Refer to IRM 10.5.4.4, Detecting, Reporting and Responding to Data Loss Incidents, for additional information. 

2. Accounts related to data loss Incidents will be marked with a Transaction Code (TC) 971 Action Code (AC) 505. This TC will be input on the entity section of accounts when the Letter 4281C, ITIM Breach Notification letter has been issued by the Incident Management (IM) Office. 

3. The IM office will issue a 4281C after evaluation of a data loss incident that results in a high risk of harm to the taxpayer/victim.

4. The IRS is getting involved with sending letters to impacted individuals about information losses for two reasons:

· It is the right thing to do. An incident occurred that may have compromised someone's data. We should inform the taxpayer/victim and assist them in minimizing the possible negative impact. 

· The Office of Management and Budget (OMB) and the Treasury Department have mandated that this be done on all cases where there is a great risk that the data may be used by someone other than the owner of the information to commit a crime or fraud. 

5. The objectives of communications in the event of a possible compromise of sensitive information within the IRS are as follows:

· Maintain integrity of the IRS - We want to ensure that the impacted individual(s) will not be so tainted about the incident that it impacts his/her tax filing and paying obligations negatively. 

· Isolate the incident.

· Define the scope of the problem.

· Answer questions honestly and quickly.

· Allow affected individuals to take the necessary steps to minimize potential impact.

6. The Privacy and Information Protection (PIP) toll-free number 866–225–2009 is included in the 4281C letter. Individuals who call the PIP toll-free number are auto directed to the Identity Theft product line. 

21.9.2.8.1  (10-01-2010)
Notification 4281C Letter to Impacted Individuals 

1. Depending on the compromised data incident, the IRS notification letter may include: 

· A brief description of what happened, including the date(s) of the breach and of its discovery;

· To the extent possible, a description of the types of personal information that were involved in the breach (EX: full name, Social Security Number, date of birth, home address, account number, etc.); 

· What steps an individual should take to protect themselves from potential harm, if any;

· A statement that the IRS has provided or will provide potentially impacted individuals with credit monitoring at no cost for twelve months, and the contact information for the credit monitoring service, and 

· Who affected individuals should contact at the IRS for more information, including the PIP toll-free telephone number to call for assistance. 

21.9.2.8.2  (10-02-2009)
IMF Identity Check - (AM IPSU Telephone Overview) 
1. When taking calls from impacted individuals, a consistent and proper greeting is required. Refer to procedures in IRM 21.1.1.7, Communication Skills. 

2. Procedures in IRM 21.1.3.2.3, Required Taxpayer Authentication MUST be followed. Employees will be required to authenticate callers to ensure the person calling is the individual impacted by the information loss. 

3. Since this process has to do with information loss, and not specifically tax related issues, Powers of Attorney (POA) are not, under any circumstances, able to represent impacted individuals. A POA cannot request credit monitoring services via Equifax. 

4. High risk authentication per IRM 21.1.3.2.4, Additional Taxpayer Authentication, will also be required. In this process, asking the caller for the Incident Date will also be part of the authentication process. The incident date is located in the first paragraph of the Letter 4281C, ITIM Breach Notification. 

5. In some situations, a caller may want to receive as much information as possible on his/her information loss, but is not willing to provide their TIN. In these situations, the employee may still answer general questions about the incident and answer all the taxpayer's questions using the Frequently Asked Questions (FAQ) document posted on SERP, CSRs should be sensitive to the caller's tone and ensure they are given as much information as they are entitled to receive without the caller providing their TIN. 

6. In some breach notification incidents, impacted individuals receiving notices may be IRS employees. In these cases, follow guidance in IRM 21.1.3.8, Inquiries from IRS Employees. 
21.9.2.8.2.1  (10-02-2009)
BMF Identity Check - (AM IPSU Telephone Overview) 
1. Some of the impacted individuals may actually be business entities and letters sent may be to business related entities (sole proprietorships, corporations, LLCs, etc.). A caller may be required to be an owner of a small business or an officer of a corporation before employees are able to talk to him/her about the incident. To ensure a caller is the appropriate individual that is allowed to receive information about the information loss, IPSU CSRs will need to conduct an identity check with the caller to determine if he/she is allowed to receive the information. 

2. To conduct an identity check, an IPSU employee will only need to ensure that the person calling is entitled to receive the general answers to the FAQs already provided. Since the FAQ information is generic in nature, this information may be provided to almost anyone. Therefore, BMF authentication procedures as outlined in IRM 21.1.3.2.3, Required Taxpayer Authentication, are NOT required. 

3. Ask the caller for the BMF entity to provide the following information:

· The name of the entity as shown on the letter, 

· The date of the incident,

· His/Her name,

· His/Her position or interest in the entity for which he/she is calling. 

4. Document the information provided by the caller on Form 4442, Inquiry Referral and AMS/DI, as applicable. If the caller is not able to, or unwilling to provide the EIN, tell the caller that a referral may not be made for any specific questions regarding the incident. 

Note:

It will not be necessary to access any tax account information on the BMF case to assist the caller. If at any time you feel the caller is not entitled to receive general information, and the caller is insistent on receiving as much information as he/she can, be sure not to disclose any specific account information about the case. 

21.9.2.8.3  (10-02-2009)
Free Credit Monitoring Services 

1. Part of the assistance the IRS is offering to impacted individuals is free credit monitoring services. The IRS has contracted with Equifax to have letter recipients receive these free credit monitoring services if the individuals choose to do so. 

2. IPSU CSRs do not have access to the Equifax system, thus, IPSU employees can not assist the taxpayer with the enrollment.

3. IPSU can assist with:

· Providing the toll-free number to Equifax - 866–937–8432. 

· Assisting the taxpayer with the Equifax Enrollment instructions by reviewing the instructions with the taxpayer included in the 4281C letter, ITIM Breach Notification. 

· Informing the taxpayer if they are having difficulty enrolling in the Equifax system, the caller has the option of speaking with a live Equifax agent by calling 866–252–4576. Remind the taxpayer they will need to have their promotion code with them when they call. 

· Ensuring the taxpayer understands what he/she needs to do to monitor his/her credit report and other financial information.

· Answering any other questions regarding the credit monitoring services.

21.9.2.8.4  (10-02-2009)
Fraud Alerts 

1. A Fraud Alert is a consumer statement added to a credit report. This statement alerts creditors of possible fraudulent activity within a consumer's report as well as requests that a potential creditor contact the consumer prior to establishing any accounts in his/her name. 

2. A consumer may place a fraud alert on his/her file by calling Equifax's auto fraud line at 877–478–7625 and following the simple prompts. Once a consumer has placed a fraud alert with Equifax, the other two credit reporting agencies, Experian and Trans Union, will be notified by Equifax to place alerts on their files as well. 

3. Callers may request a fraud alert anytime within 90 days of receipt of their letter 4281C, ITIM Breach Notification. 

4. AM IPSU employees will NOT suggest to the caller to solicit this service unless the caller inquires about it and expresses interest in it. 

21.9.2.8.5  (10-02-2009)
Referrals to the Incident Management (IM) Office 

1. If the caller is insistent that he/she would like additional information, more than what was already provided, regarding the incident, the IPSU CSR will provide the standard response: "Unfortunately, I don't have access to that type of specific information. We can provide that information to you, but, it will require additional research. In order to do that, I am going to fill out a form with your questions and make sure it goes to the appropriate office to perform that research and provide you with a response. I want to be sure I understand your issue correctly -- could you please repeat the specific information you are requesting again? You should expect an answer in writing in about 30 days." 

Note:

Some callers may be uncomfortable or unsatisfied with the limited information you are providing. If you determine that he/she will continue to insist on more information about the incident, use sound judgment and refer the caller to the IM Office. 

2. Refer to IRM 21.3.5.4.2, How to Prepare a Referral, for the required fields to be completed on the Form 4442, Inquiry Referral. 

3. In addition to the required fields as noted in IRM 21.3.5.4.2, please include the Date of Incident and Incident Number as shown on the caller's letter in Box #5 of Form 4442. 

4. A brief narrative should be completed in Part III of Form 4442.

5. Refer to IRM 21.3.5.4, Referral Procedures, for time frames for the taxpayer. 

6. All Form 4442s will be collected by the Lead CSR at the beginning of each business day and faxed to the Incident Management (IM) Office in Philadelphia. The fax number for this purpose is ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ ≡ . 

Note:

This number is for internal use only. DO NOT provide this number to taxpayers. 

7. A member from the IM Office will contact the sender via secure E-mail confirming receipt of the faxed Form 4442(s). Once confirmation is made, the original Form 4442 can be destroyed. If no confirmation E-mail is received within 48 hours from the fax date, re-faxing the Form 4442 will be required. 

21.9.2.8.6  (10-15-2009)
Caller Indicates He/She is a Victim of Identity Theft as a Result of IRS' Information Loss 

1. In some rare situations, a caller may indicate he/she is already a victim of identity theft as a result of the IRS information loss and would like the IRS to assist him/her in dealing with this. 

2. AM IPSU CSRs will:

· Apologize to the caller for any inconvenience.

· Research the taxpayer's TIN thoroughly to see if there is a tax related issue related to the ID theft as defined in IRM 10.5.3.2.3.1, Taxpayer Identity Theft Affecting Tax Administration. 

· If a tax related issue is involved, IRM 21.9.2.3.2, Tax-Related Identity Theft. 

3. If the taxpayer is threatening litigation or legal action because the IRS data loss that resulted in identity theft, then a referral to IM office MUST be sent. 

21.9.2.8.7  (10-02-2009)
Updating History on AMS/DI 

1. AM IPSU employees are required to document all calls on AMS/DI, by providing a brief history of what was covered with the caller. 

Note:

Although the SSN is not shown on the letter 4281C, ITIM Breach Notification employees will need to secure the caller's SSN in order to update AMS. If the caller is unwilling to provide the employee with his/her SSN, it will not be possible to update AMS/DI. 

21.9.2.8.8  (05-10-2010)
Undelivered 4281C Letters 

1. Undeliverable procedures must be followed. See IRM 21.2.4.3.6, Undeliverable Correspondence. 

Note:

Since this process has to do with information loss, and not specifically tax related issues, Powers of Attorney (POA) are not, under any circumstances, able to represent impacted individuals and should not be contacted when referring to the Undeliverable procedures. 

Note:

If unable to reissue or re-mail the Letter 4281C, ITIM Breach Notification treat as classified waste. 

21.9.2.8.9  (10-02-2009)
Miscellaneous Inquiries 

1. Phishing is a scam where Internet fraudsters send E-mail messages to trick unsuspecting victims into revealing personal and financial information that can be used to steal the victim's identity. Refer to IRM 21.1.3.24,Scams (Phishing) and Fraudulent Schemes. 

2. The Modernized Employer Identification Number (MOD EIN) system was activated on the IRS website on July 23, 2007. It is an automated system that allows taxpayers to sign up on-line to receive an EIN in a short amount of time. After discovering problems with the system, the IRS immediately disabled the application and carefully reviewed the system. The IRS was not able to tell exactly who was affected by this incident, so the IRS notified all the individuals who logged in on July 23 of the potential risk. Letter 4281C, ITIM Breach Notification was sent to all individuals possibly impacted under the MOD EIN incident. Any questions relating specifically to the issue of the status of the EIN will be referred to the unit in the IRS responsible for the issuance of the EIN. 

21.9.2.9  (10-02-2009)
Post Function Adjustment Work 

1. Post Function Adjustment work is any identity theft (IDT) case requiring adjustment activity beyond the IRM/procedural authority of the assigned/originating function. For example, once a function has completed all actions for which they are procedurally responsible, the function will refer the case by using a Form 4442, Inquiry Referral to the Accounts Management (AM) Identity Protection Specialized Unit (IPSU) for any necessary actions to make the taxpayer whole. 

Exception:

IDT Post Function Adjustment Work will NOT include any case involving the CI/AMTAP Questionable Refund Program (QRP) or any casework for which established procedures apply. Erroneous referrals will be rejected back to the originator if determined procedures were not followed. 

21.9.2.9.1  (10-02-2009)
Post Function Adjustment Work - Procedures - (Andover AM IPSU only) 

1. A Form 4442, Inquiry Referral will be sent to IPSU by the function once ALL actions have been taken as required by that function's IRM. The functional employee should provide a clear and concise narrative to the IPSU identifying the issue/reason for the referral. 

2. IPSU CSRs will research the account to identify the post function adjustment that is needed to make the taxpayer whole.

3. Once the issue is identified, IRM 21 will be used to ensure the proper procedures are followed in order to take the corrective action. 

	If
	Then refer to

	The account requires a credit transfer,
	IRM 21.5.8, Credit Transfers. 

	The account requires an adjustment to the account,
	IRM 21.5.2, Adjustment Guidelines.

	An IRSN is needed because of TIN related problems,
	IRM 21.6.2, Adjusting TIN Related Problems.

	A manual refund is required,
	IRM 21.4.4, Manual Refunds. 


4. Monitor cases for the posting of all transactions (adjustments, credit transfers, entity changes etc.).

5. Once all transactions have posted, complete the Global Review. See IRM 21.9.2.7, Global Review. 

21.9.2.10  (07-02-2010)
Identity Theft Assistance Request (ITAR) - General Information 

1. As part of the Identity Theft Program, the AM IPSU Team will begin assisting taxpayers whose situations meet TAS criteria 5 - 7 AND involve identity theft. Applicable cases will now be considered IPSU criteria. 

Note:

When identity theft is involved, cases that previously met TAS criteria 5-7, MUST be referred to AM IPSU using Form 4442, Inquiry Referral. 

	Type
	TAS Criteria
	Description

	Systemic Burden
	5
	The taxpayer has experienced a delay of more than 30 days to resolve a tax account problem.

	Systemic Burden
	6
	The taxpayer has not received a response or resolution to the problem or inquiry by the date promised.

	Systemic Burden
	7
	A system or procedure has failed to operate as intended, or failed to resolve the taxpayer's problem or dispute within the IRS. 


2. If the taxpayer requests TAS assistance or is facing economic burden (TAS criteria 1-4), or meets one of the exceptions listed below, then refer the case to TAS using IRM 21.1.3.18, Taxpayer Advocate Service (TAS) Guidelines. 

	Exceptions to IPSU Processing

	1
	The taxpayer declines referral to IPSU.

	2
	IPSU has already tried to provide relief in the past, and has failed. 

	3
	Systemic burden cases that require advocacy which might lead to the issuance of a Taxpayer Assistance Order on behalf of the taxpayer. 

	4
	Taxpayer cases added to TAMIS will remain in TAS and be resolved through the OAR process.

	5
	Taxpayers not satisfied with the assistance provided through IPSU.

	6
	Taxpayer assisted by IPSU, who subsequently face economic burden while IPSU is processing their request, will come to TAS for assistance, when IPSU cannot provide relief within 24 hours. 

	7 
	Congressional cases.

	8
	Any cases previously open in TAS.


3. Accounts Management CSRs working phones will create a Form 4442, Inquiry Referral if a taxpayer calls the toll-free line, and the IPSU criteria is met. The completed referral will be sent by secure E-mail to *W&I-ITAR or via the designated fax number, (978)247–9965 by close of business (COB) the day the criteria was identified. Use category code MISC when controlling on IDRS. Refer to IRM 21.3.5.4.2.2, Controlling Referrals. Inform the taxpayer they can expect contact within 7 business days from the date of receipt. 

Note:

Annotate "ITAR" on the top of the Form 4442 prior to forwarding to AM IPSU. 

4. Accounts Management CSRs working correspondence cases on CIS will reassign the case to ITAR with Case Type Identity Theft. Cases will be re-assigned to IDRS #0847837300. Refer to the Correspondence Imaging System (CIS) Performance Guide; CSR Guide for step by step instructions. A letter 86C, Referring Taxpayer Inquiry/Forms to Another Office letter is required prior to reassigning. The reassignment will be completed by COB the day the criteria was identified. A secure E-mail to *W&I-ITAR should be sent notifying IPSU of the reassignment action by the CSR or a designated employee. 

Note:

Cases with a received date prior to June 14, 2010 should not be referred using this criteria. 

5. Other functions identifying cases meeting the criteria above will create a Form 4442, Inquiry Referral and either fax to the ID Theft fax line or send the Form 4442 in a secure E-mail to *W&I-ITAR when available, by COB the day the criteria was identified. The referral MUST contain all taxpayer's correspondence with any attachments/documentation received with the case. An 86C letterReferring Taxpayer Inquiry/Forms to Another Office or other applicable letter to the taxpayer is required. Inform the taxpayer they can expect contact within 7 business days from the date of receipt. 

Note:

Annotate "ITAR" on the top of the Form 4442 prior to forwarding to AM IPSU. 

6. AM Andover Image Control Team (ICT) will prepare and scan referrals received within 24 hours of receipt. Case Type Identity Theft and Category Code ITAR will be used. 

21.9.2.10.1  (10-01-2010)
Identity Theft Assistance Request (ITAR) - AM IPSU only 

1. Cases assigned as ITAR will be treated similar to TAS process including time frames. Form 14103, Identity Theft Assistance Request (ITAR) will be used when cases are required to be referred to another function including Accounts Management. 

Note:

AM IPSU Management must ensure any ITAR case is assigned to an AM IPSU CSR on a daily basis. Also, the *W&I-ITAR E-mail account MUST be checked for new e-mails on a daily basis. 

2. IPSU will ensure that cases assigned as ITAR meet the criteria listed in IRM 21.9.2.10, Identity Theft Assistance Request, prior to submitting a Form 14103, Identity Theft Assistance Request (ITAR) to any Division/Function. If the referral does not meet IPSU criteria the referral will be rejected back to the originator with a brief explanation. 

3. AM IPSU is responsible for:

· Conducting all appropriate research using AMS and IDRS and any appropriate IAT Tools.

· Reviewing the referral to ensure it meets ITAR criteria.

· Obtaining ID Theft documentation and any other applicable documentation, if needed prior to submitting Form 14103 to an area for resolution. 

· Reviewing the case to identify the tax related issue.

	If
	Then

	The taxpayer states they are facing a hardship,
	Fill out Form e-911, Request for Taxpayer Advocate Services and transfer case to TAS. Refer to IRM 21.1.3.18 , Taxpayer Advocate Services (TAS) Guidelines. Close the ITAR case on AMS/IDRS inputting comments "ITARTOTAS" . 

	The tax related issue has a relevant/open control on IDRS,
	Fill out Sections I, II, III and IV of Form 14103 and refer the case to the appropriate function using the ITAR Liaison listing posted on SERP. Include ID Theft documentation with the referral if necessary. 

Note:

If there is a multiple control with TAS, do not forward the Form 14103 to TAS. TAS is required to monitor the account until an ITAR control base is opened. 

	The issue identified can be resolved within AM using the IRM 21, 

Exception:

If the case is a non-tax related issue (ex: stolen/lost wallet) the ITAR case should be retained in the AM IPSU team. IRM 21.9.2.4.1, Self Identified - Non-Tax-Related Identity Theft (Paper Overview) (Andover and Fresno only) 
	Refer to the AM Team that has the open/relevant control. If there is no open control, then the case will be referred to Austin, Atlanta or Fresno based on where the taxpayer filed their return. If the taxpayer filed their tax return in Atlanta or Kansas City, the ITAR referral will be sent to the AM ITAR Liaison in Atlanta. If the taxpayer filed their tax return in Austin, the ITAR referral will be sent to AM ITAR Liaison in Austin. If the taxpayer filed their tax return in Fresno, the ITAR referral will be sent to AM ITAR Liaison in Fresno. 

	The tax related issue does not have an open relevant/active control on IDRS,
	Identify the function that would normally work to resolve the tax related issue (AM, Exam, CI, Collections, AUR etc.) and refer to that function using the ITAR Liaison listing using the Form 14103. Ensure Sections I - IV is completed prior to referring. 


4. Note:

5. All cases being referred to another function require history updates on AMS.

6. Issue a Letter 4524C, Identity Theft Assistance Request (ITAR) to the taxpayer providing the IPSU CSR's name and extension for direct contact. This must be done within 5 workdays of the ICT received date. If ID theft documentation is needed, request it as it would relate to the identity theft issue from the taxpayer when initial correspondence is sent. 

7. Required time frames for the ITAR process:

· Identity Theft cases referred using a Form 14103 MUST have an acknowledged receipt within 5 business days via secure E-mail or fax provided by the AM IPSU CSR on the Form 14103 Section II Box 3. If no acknowledgement is received within the prescribed time frame, a follow-up phone call, E-mail or fax MUST be made. 

· Identity Theft cases referred with Form 14103 is considered priority (similar to a TAS OAR) and must be worked accordingly.

· AM IPSU CSR will provide a detail of the ID theft issue and recommend a plan of action and propose a completion date in Section IV of the Form 14103. 

· AM IPSU will contact, via secure E-mail or phone call, the assigned function employee or ITAR Liaison if there is no open control. 
· AM IPSU will make periodic updates based on agreements made regarding follow-ups, to AMS and/or IDRS as agreed to by the function employee and AM IPSU CSR. 

· AM IPSU CSRs will monitor the case and contact the taxpayer every 30 days to provide the taxpayer with the case status. Contact can be via a phone call or correspondence. Contact must be noted on AMS as appropriate. 

8. While the assigned IPSU CSR will be responsible for keeping the taxpayer or practitioner apprised of the progress of his or her case, this does not prohibit the function employee assigned the ID Theft case from making necessary contacts with the taxpayer. 

9. If the function employee requires additional time to complete the actions and cannot meet the agreed upon completion date, the function employee will contact the AM IPSU CSR to establish, by mutual agreement a new completion date. 

Note:

The function employee assigned Form 14103 will review the content of the form and discuss and reach agreement with the AM IPSU CSR on the recommended action plan, substantive case issues and the proposed follow-up and completion dates. 

10. The function employee assigned to the tax related issue has the responsibility for providing official closing documents as directed in their IRM to the taxpayer and copies to the AM IPSU CSR. This will be done by completing Box 1a of Section VI on the Form 14103. 

11. The function employee will return the Form 14103 to the IPSU CSR with Section V and VI completed.

12. The IPSU CSR is responsible for communicating and reiterating the final decision on the tax related issue to the Identity Theft Victim (Taxpayer) via the 4524C letter Identity Theft Assistance Request (ITAR). Standard TAS language will be provided offering the victim (Taxpayer) TAS information if still not satisfied with the function's final decision. 

13. AM IPSU will ensure all actions have posted correctly to the taxpayer's accounts, and close the ITAR controls on AMS. Scan the completed Form 14103 and associate with existing ITAR case. 

14. Upon return of the Form 14103/case from the function, the IPSU will initiate a global account review. Refer to IRM 21.9.2.7, Global Review. 

